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3. YeranoBka CY3uCM

3.1 YcranoBka o0mecucremuaoro 11O

3.1.1 YcranoBka HHPPACTPYKTYPHBIX KOMIIOHEHTOB

3.1.1.1 Yemanoexa OpenJDK
Ycranoska OpenJDK Ha cepeepe OCy1LIeCTBISI€TCS BBIMOIHEHUEM CIENYIOIEeH KOMaH IbI:

8 sudo apt install openjdk-11-jdk openjdk-11-jdk-headless openjdk-11-jre openjdk-11-jre-
headless

IIposepka namuuusa OpenJDK u Bepcun, ycranosnenHoit OpenJDK, ocymectBasiercs
BBITIOJIHEHUEM CJIEAYIOIIEH KOMaHABI:

8 java -version
BriBOI pesynbpTaTa NpOBEPKHU:
openjdk version "11.0.22" 2024-01-16

OpenJ]DK  Runtime  Environment (build  11.0.22+7-post-Ubuntu-Oubuntu220.04.1)
OpenJDK 64-Bit Server VM (build 11.0.22+7-post-Ubuntu-Oubuntu220.04.1, mixed mode,
sharing)

3.1.1.2 Yemanoeka Apache Tomcat
Ycranoka Apache Tomcat Ha cepBepe OCYLIECTBISIETCS BBINOJHEHUEM CIEAYIOIINX KOMaH/
(BKJTFOYAsI CO3JJaHUE KATaJloTa U PaclakOBKY AUCTPUOYTHBA):

8 sudo mkdir -p /opt/

$ cd /opt

$ wget https://archive.apache. org/dist/tomcat/tomcat-9/v9.0.74/bin/apache-tomcat-
9.0.74 tar.gz

$ sudo tar xvfz apache-tomcat-9.0.74 tar.gz

$ sudo In -s apache-tomcat-9.0.74 apache-tomcat

Hacrpotika u 3amyck Ciry>kObl BBITIOJHSIETCS] B COOTBETCTBHH € 1. 3.1.5.

3.1.1.3 Yemanoeka Nginx
Nginx UCMONB3yeTCs B KauecTBe BeO-cepBepa 1 0OpaTHOTO MPOKCHU AJIsi OOECTIeUeHUs TOCTyIa
kK komrnonentam CY3uCM.

YcranoBka Nginx Ha cepBepe OCYIIECTBISIETCS CASAYOIUMU KOMAaHIAMHU:

8 sudo apt update
8 sudo apt install nginx

IIpoBepka yCHemHOCTH yCTaHOBKH BBIMIOJIHAETCS KOMaH10M:
$ nginx -v

3amyck 1 MpoBepKa COCTOSTHUS CITy>KOBI BBITTOJHSFOTCS CIEAYIOIUMHI KOMaHIaMH:






ITepen ycranoskoii Keycloak HeoOxonumo ckauats nuctpudytus Keycloak. s ckaunBanus
auCcTpuOyTHBA Ha CEPBEPE BBITIOJHSIIOTCS CIIEAYIOIINE KOMAHIBI:

8 sudo mkdir -p /opt/

$ cd /opt/

$ sudo wget https://github.com/keycloak/keycloak/releases/download/21.1.1/keycloak-
21.1.1.tar.gz -P /opt/

Ycranoska Keycloak u3 nuctpulyTrBa BBIOTHIETCS Ha CEpBEPE CIEAYIOMUMHI KOMAHIAMH:

8 sudo tar xvfz /opt/keycloak-21.1.1.tar.gz -d /opt/

$ cd /opt

$ sudo chown -R keycloak. keycloak-21.1.1

$ sudo In -s keycloak-21.1.1 keycloak

$ sudo chmod o+x /opt/keycloak/bin/

$ sudo chown keycloak. /opt/keycloak/keycloak/cont/server

Hns Hactpoiiku Keycloak HeoOxomumo oTpemakTHpoBaTh KOHPUTYpPALMOHHBIA (aiin
keycloak.conf, BbImonHUB crienyromuye KOMaHIbl:

8 sudo nano /opt'keycloak/keycloak-21. 1. 1/conf’keycloak.conf
Conep:xumoe OTpenakTHpOBaHHOTO (haiina:

# Database

# The database vendor.

db=postgres

# The username of the database user.
db-username=keycloak

# The password of the database user.
db-password=<DB_PASSWORD>

# The full database JDBC URL. If not provided, a default URL is set based on the selected
database vendor.
db-url=jdbc:postgresql://localhost/keycloak
# Hostname for the Keycloak server.
hostname=<AUTH HOST NAME>
https-port=443

http-enabled=true

http-port=80

log-console-output=default
log=console,file
log-file=/tmp/keycloak.log

Hnsa 3amycka Keycloak B pexume paspaborumka, KOTOPBIA IO3BOJSIET MPOBECTH
OKOHYATEJIbHYI0 HACTPOMKY, HEOOXOIMMO BBIMTOJHHUTD HAa CEPBEPE CIEAYIOINE KOMAH/IBI:

8 cd /opt/keycloak
$ sudo bin/kc.sh start-dev






1. Ckommposath apxuB transformation.zip Ha cepsep.

2. CosnaTh KaTajor 1jis pa3MeLleHus] CKPUITOB (PEKOMEHIyeTCsl UCIOIb30BaTh KaTajior
/opt/transformation): $ sudo mkdir /opt/transformation.

3. PacmakoBatb apxus: $ sudo unzip transformation.zip -d /opt/transformation.

4. Ybemutbcs, 4To (paiiiabl yCHEITHO PacaKOBaHBbL.
3.1.4.2 Yemanoexka JSON-qb REST API
Komnonent JSON-gb REST API ycranasimuBaercs kak BeO-npuioxenue B Apache Tomcat.
VcTaHOBKA BBITIONHACTCS CISAYOLIMMH JeHCTBUSIMU:

1. CxomupoBate (aitn npunoxenuss (WAR-apxus) JSON-gb REST API B xatasnor:
/opt/apache-tomcat/webapps/

2. VYOemutbcs, urto mpu 3amycke Apache Tomcat mnpunokeHHe aBTOMATHYECKH
pa3BepHYJIOCh.

3. IIposeputs noctynaocts cepBuca mo URL: http://<HOST>:<PORT>/<context-path>
3.1.4.3 Yemanoexka QB OLAP Browser

Kommonenr QB OLAP Browser Takske yCTaHaBJIMBaeTCs Kak BeO-mpuiiokeHue B Apache
Tomcat.

VcTaHoOBKA BBIIIOIHSIETCS CICAYHOIUMHU HeﬁCTBHﬂMHZ

1. CxomupoBate ¢aiin npunoxenuss (WAR-apxus) QB OLAP Browser B karanor:
/opt/apache-tomcat/webapps/

2. JloxaaTecs aBTOMAaTUYECKOTO pa3BEePThIBAHUS MPUJIOKEHUS cepBepoM Tomcat.
3. Tlposeputsb JIOCTYITHOCTD BeO-nHTEpdEiica yepes Opaysep:

http://<HOST>:<PORT>/<context-path>

3.1.5 Hacrpoiika u ynpasjenue ciay:k6amu (Systemd Unit)
Jns obecriedyeHus aBTOMATHUECKOrO 3allyCka M YIMPaBJIEHUS KOMIIOHEHTAMH CEpBHUCa
UCTIONB3YeTCs MeXaHu3M systemd.

Hactpotika ciyxObl  aJis  KaKOOTO KOMITIOHEHTa  BBITIONHSIETCS MyTEM  CO3MAHUS
COOTBETCTBYIOIIETO Unit-gaiia.

Cosznanue unit-paitna ocyImecTBsieTCs CIeAyOMEel KOMaHIOM:

$ sudo nano /etc/systemd/system/<service-name> service
IIpumep conepsxkumoro unit-aiina:

[Unit]
Description=<Service Description>
After=network.target

[Service]
Type=forking
ExecStart=<path to start script>



ExecStop=<path to stop script>
User=<user>
Group=<group>

[Install]
WantedBy=multi-user.target

ITocne co3manus unit-aiina HEOOXOAUMO BBITIOJIHUTE €T0 PETUCTPALMIO U 3aITyCK CITYKOBI:

$ sudo systemctl daemon-reload

$ sudo systemctl start <service-name>

$ sudo systemctl status <service-name>
$ sudo systemctl enable <service-name>

ITpoBepka cocTOAHUS CITy>KOBI OCYIIECTBIISIETCS KOMaH/OM!

$ sudo systemctl status <service-name>

[Ipumeps! IMEH CITyK0:

e Apache Tomcat: apache-tomcat.service
o XWiki: xwiki.service

o Keycloak: keycloak.service

e Virtuoso: virtuoso.service

3.1.6 IIposepka ycranoBku o0mecucremuoro 1O
IIpoBepka yCTaHOBKH BBITIOJIHIETCS CIEAYIOIIIM 00pa3oM:

e nposepka 3anmycka Apache Tomcat:
$ systemctl status apache-tomcat
e mposepka 3anycka Keycloak:
$ systemctl status keycloak
e TpoBepka 3amycka Virtuoso:
$ systemctl status virtuoso
e mposepka noctynmHocTu XWiki uepes BeG-Opaysep:
http://<HOST>:<PORT>

3.2 YeranoBka nporpaMmMHoro komiiekca CY3uCM

3.2.1 YcraHOBKa cepBHCA YIIPABJICHHUS 3HAHUSIMHE U CEMAHTHYECKOTO
moaeauposanus (CY3uCM)

3.2.1.1 Iloozomoeka Kk ycmanogke
Ycranoska CY3uCM BBINONHSETCS TOCHE 3aBEPIIEHHsS] YCTAHOBKU OOIIECUCTEMHOTO H
MPUKJIAHOTO MPOrpaMMHOTro obecriedeHus (cM. paszaen 3.1).

Jlns ycTaHOBKU TpedyeTcs:

® CepBep C YCTAaHOBJEHHBIM U HacTpoeHHbIM XWiki (cm. 1. 3.1.2);

® YCTAHOBJICHHBIE MPUKJIATHBIE KOMIOHEHTHI (cM. 11. 3.1.4);
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L4 YCTaHOBOquIﬁ KOMIUICKT CE€pBHCA YIPABJICHUA 3HAHUAMU HW CEMAHTHYCCKOIO

MOZEJIUPOBAHMUSI.

3.2.1.2 Ocmanoska cepsepa
ITepen ycraHOBKOH HEOOXOAMMO OCTaHOBUTH cepBuc X Wiki.

OcraHOBKa cepBepa BBIOIHIETCS] KOMAHAOM:
8 sudo systemctl stop xwiki

IIposepka craTyca cepBepa BbIIOIHASTCS KOMaHIOMN:

8 sudo systemctl status xwiki

3.2.1.3 Pacnaxoexa u ycmanosxa éubauomex CY3uCM
VYcranoska Oubmmorek CY3uCM  BbIMONHSAETCS NyTEM
YCTaHOBOYHOT'O KOMILUTEKTa B Kartajor XWiki.

Konuposaane 6MONMMOTEK BBITIOIHIAETCS KOMAHAOM:

8 sudo cp *.jar /opt/xwiki'webapps/xwiki/WEB-INF/lib

3.2.1.4 3anyck cepsepa

KONHMpoBaHusl  (paityon

ITocne ycranoBku OMOIMOTEK HEOOXOIUMO 3aIy CTUTh cepBrCc XWiki.

3alyck cepsBepa BBIIOJIHIETCS KOMaHAOM:

8 sudo systemctl start xwiki

IIpoBepka cOCTOsIHUS CepBepa BBINOIHAETCS KOMaHIOM:

8 sudo systemctl status xwiki

3.2.1.5 Yemanoeka pacwupenusn CY3uCM

YcTaHOBKa pacIIupeHus BBIOJHsIETCS yepe3 BeO-uaTepdeiic XWiki.

JUisl yCTaHOBKM PacLIMPEHHst HEOOXOAUMO:

e oTKpbITh BeO-unTepdeiic XWiki no anpecy: http:/<HOST>:<PORT>/xwiki;

e  BBLINOJIHUTH aBTOPU3ALIMIO NIOJIB30BATENIEM C IPaBaMH aAMUHHUCTPATOpa, PucyHok 1;

us3

e rmepeliTu B uHTep(eiic HacTpoliku «l obanpHOe aAMIUHUCTPUPOBAHUEY (OTKPBIBAETCS

4yepe3 MyHKT MEHIO «YmpasieHne Bukmy), PucyHok 2,
e OTKpbITh BKIaAKy «KonTent/Mmnopt», Pucynok 3;

e 3arpy3uth (aiin SUZ.xar u3 yCTaHOBOYHOT'O KOMIUIEKTA,

e BbIOpATh 3arpy>KEHHBII MAKET B CITUCKE JOCTYITHBIX U BBIOJHUTH UMITOPT, PUCYHOK 4.
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6. Coo01eHnsi aAIMMHUCTPATOPY
B mpouecce skcruyaraumu CY3uCM agMUHUCTPATOpP MOXKET MONydYaTh COOOIEHus o0
omnOKax, BOZHUKAIOMINX MPH padote BeO-uHTEepdeiica u cepBepHBIX KOMITIOHEHTOB CEPBHCA.

OcHoBHble coOOmeHuss o0 ommudkax (HOopMHUPYIOTCS BeO-CepBEPOM U TPUIIOKEHUSIMH,
BXOJISILIUMH B COCTaB cepBuca, U otoopaxarorcs B Bune HTTP-konos oTBeTOB.

6.1 OmunolKN B KJIMEHTCKOM 3a1poce
OH_II/I6KI/I AAHHOTO THUIId BO3HUKAKOT IIPH HCKOPPEKTHBIX I[efICTBPIﬂX MOJIb30BATEJIA UJIK HCBCPHO
c(pOpPMHPOBAHHBIX 3aMPOCAX K CEPBUCY.

Koa omubxn Onucanue

400 HexoppexTHelii 3anpoc

401 Tpebyercst aBTOpU3aLHs

403 Joctyn 3anpeimén

404 Pecypc He HalineH

405 Hepnonyctumslii MeTox 3anmpoca

406 Hepnonycrumas kogupoBka

407 Tpebyercst aBTOpU3aLHS TPOKCH

408 Hcreknio BpeMs 0:kuaaHus 3amnpoca

409 Kond kT 3anpocos

411 He yxa3ana nnuHa 3anpoca

412 He Bemonneno mpenycnosue (precondition)
413 IIpeBbiieH mpeaen pasMepa Tesa 3amnpoca
414 Cmumikom amuHHbIH URI

415 Henonnep:xusaemslil TUIT MeHUa

[Ipu BO3SHUKHOBEHUH OMIHOOK KIIMEHTCKOTO YPOBHS PEKOMEHY €TCS:

® [IPOBEPUTH KOPPEKTHOCTb BBOAUMBIX JAHHBIX;

e yOeauTbCcs B HATMYMU MPAB JOCTYTIA Y MTOJIb30BATEII,

e mposeputs npaBuabHOCTE URL 1 mapamerpos 3anpoca,
® pu HEOOXOAUMOCTH MOBTOPHUTH 3aITPOC.

6.2 OmuodKu cepsepa
OmmOKku JaHHOTO TUTIA BOSHUKAIOT MPH COOSX B paboTe CepBEPHBIX KOMIIOHEHTOB CEPBHCA.

Koa omubxn Onucanue

500 BryTpennss omubka cepsepa

501 Merton He peann30BaH

502 HesepHblii o3

503 CepBuC HEOCTYIEH

504 Hcrexno BpemMs oxxuaanus

505 Henoanep:xuBaemasi BepcHsi MpOTOKOIA
HTTP

22



IIpr BO3HUKHOBEHHH OLIMOOK CEPBEPHOrO YPOBHSI HEOOXOIUMO:

e npoBeputh coctosinue ceparucos CY3uCM;

e yOeautbes B KoppekTHOCTH KOHpurypammu CY3uCM,;

® [POBEPUTH AOCTYMHOCTb CETEBBIX PECYPCOB;

® POAHATM3UPOBATH XKy pPHAIBI paboThl KoMIOHeHTOB CY3uCM.

6.3 ’KypHajisl cepBuca
I[.]'Ii[ AUATrHOCTUKH OIIMOOK PEKOMEHAYETCA HCIIOJIB30BATH KYPHAJbI pa6OTbI KOMIIOHEHTOB
CepBHcCa.

OcHOBHBIE Ky PHAJIBL:

e Apache Tomcat: /opt/apache-tomcat/logs/

o XWiki: /opt/xwiki/logs/

o Keycloak: /opt/keycloak/logs/

e Virtuoso: /opt/virtuoso-opensource/database/virtuoso.log

AHam3 )Xy pHAJIOB TO3BOJISIET ONPENETUTh MPUUNHY BOSHUKHOBEHHUS OIIUOOK M IIPUHSITh MEPHI
0 UX YCTPAHEHHUIO.

JIst mpocMoTpa JKypHaJIOB Ciysk0, ympaBisieMbIXx depe3 systemd, MOXKHO HCIOJb30BAaTh
yTunuty journalctl.

IIpumeps! kOMaHA!

® POCMOTp XKypHaJa ciykObl Apache Tomcat:
$ sudo journalctl -u apache-tomcat

® pOCMOTP KypHama ciyx0er Keycloak:
$ sudo journalctl -u keycloak

® IPOCMOTP KypHaja ciryk0e1 XWiki:
$ sudo journalctl -u xwiki

® IPOCMOTP XKypHaJa CiryKObI Virtuoso:
$ sudo journalctl -u virtuoso

® POCMOTP JKypHAJia B PeKUME PeaJbHOrO BPEMEHH:
$ sudo journalctl -u <service-name> -f

e npocMoTp nocaenHux 100 cTpok xypHana:
$ sudo journalctl -u <service-name> -n 100

Ucnonp3oanne journalctl mo3BOJsieT BBIMOJHATH LEHTPATU30BAHHBIN aHAIN3 COOOIIEHHIT
CIy>k0, BKJIFOUAsl OLIMOKH 3aImyCKa, MPpenynpekaeHst 1 TuarHoctuyeckue coodmmenns. s
IIPOCMOTPA >KyPHAJIOB MOTYT NOTPeOOBATHCS MIPaBa CyIepIIOIb30BATENS.
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